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Rationale

New technologies have become integral to the lives of children and young people in today’s society, both
within schools and in their lives outside school.

The internet and other digital and information technologies are powerful tools which open up new
opportunities for everyone. Electronic communication helps teachers and pupils learn from each other.
These technologies can stimulate discussion, promote creativity and increase awareness of context to
promote effective learning. Children and young people should have an entitlement to safe internet access
at all times.

The requirement to ensure that children and young people are able to use the internet and related
communications technologies appropriately and safely is addressed as part of the wider duty of care to
which all who work in schools are bound. A school online safety policy should help to ensure safe and
appropriate use. The development and implementation of such a strategy should involve all the
stakeholders in a child’s education, from the headteacher and governors to the senior leaders and
classroom teachers, support staff, parents and, where appropriate, the pupils themselves.

The use of these exciting and innovative tools in school and at home has been shown to raise educational
standards and promote pupil achievement.

However, the use of these new technologies can put young people at risk within and outside the school.

Some of the dangers they may face include:

e Access to illegal, harmful or inappropriate images or other content

e Unauthorised access to/loss of/sharing of personal information

¢ The risk of being subject to grooming by those with whom they make contact on the internet

¢ The sharing/distribution of personal images without an individual’s consent or knowledge

¢ Inappropriate communication/contact with others, including strangers

¢ Online bullying

e Access to unsuitable video/internet games

¢ Aninability to evaluate the quality, accuracy and relevance of information on the internet

¢ Plagiarism and copyright infringement

¢ lllegal downloading of music or video files

¢ The potential for excessive use which may impact on the social and emotional development and
learning of the young person.

Many of these risks reflect situations in the off-line world and it is essential that this online safety policy is
used in conjunction with other school policies (eg behaviour, anti-bullying and safeguarding policies).

As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, through
good educational provision, to build pupils’ resilience to the risks to which they may be exposed so that
they have the confidence and skills to face and deal with these risks.

The school must demonstrate that it has provided the necessary safeguards to help ensure that they have
done everything that could reasonably be expected of them to manage and reduce these risks. The online
safety policy that follows explains how we intend to do this, while also addressing wider educational issues
in order to help young people (and their parents/carers) to be responsible users and stay safe while using
the internet and other communications technologies for educational, personal and recreational use.
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Development, Monitoring and Review of the Online Safety Policy

This online safety policy has been developed by an online safety working group made up of:

¢ Online Safety Lead

e Senior Leadership Team

e |T Manager

¢ School Business Manager

School Governors

e Fundraiser and Marketing Co-ordinator

Consultation has taken place through a range of formal and informal meetings.

Schedule for Development, Monitoring and Review of the Online Safety Policy

The Mill Water Online Safety Policy was approved by the Governing Body on: January 2022
The implementation of this Online Safety Policy will be monitored by the: Online Safety Working Group
Monitoring will take place at regular intervals: Annually or as required

The Governing Body will receive a report on the implementation of the Online
Safety Policy generated by the Online Safety Working Group (which will include Annually or as required
anonymous details of online safety incidents) at regular intervals:

The Online Safety Policy will be reviewed annually, or more regularly in the light of
any significant new developments in the use of the technologies, new threats to

. .. . . . J ry 2023
online safety or incidents that have taken place. The next anticipated review date anuary
will be:
. . S . CEOP
Should serious online safety incidents take place, the following external The Police
persons/agencies should be informed: LADO

The school will monitor the impact of the policy using:

¢ Logs of reported incidents (via Safeguarding Termly Report to Governors)
e SWGTL (South West Grid for Learning) monitoring logs of internet activity (including sites visited)
¢ Internal monitoring data for network activity

Scope of the Policy

This policy applies to all members of Mill Water School community (including staff, pupils, volunteers,
parents/carers, governors and visitors) who have access to and are users of school IT systems, both in and
out of school.

The Education and Inspections Act 2006 empowers Headteachers, to such extent as is reasonable, to
regulate the behaviour of pupils when they are off the school site and empowers members of staff to
impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of online bullying or
other online safety incidents covered by this policy, which may take place out of school, but is linked to
membership of the school. The 2011 Education Act increased these powers with regard to the searching
for and of electronic devices and the deletion of data. In case of both acts, action can only be taken over
issues covered by the school’s Behaviour Policy
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The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies
and will, where known, inform parents/carers of incidents of inappropriate online safety behaviour that
take place out of school.

Roles and Responsibilities

The following section outlines the roles and responsibilities for online safety of individuals and groups within
the school.

Govemors:

Governors are responsible for the approval of the Online Safety Policy and for reviewing the effectiveness
of the policy. This will be carried out by the Governors receiving regular information about online safety
incidents and monitoring reports. A member of the Governing Body has taken on the role of Online Safety
Governor. The role of the Online Safety Governor will include:

¢ regular meetings with the Online Safety Lead

¢ regular monitoring of online safety incident logs

¢ regular monitoring of filtering/change control logs
e reporting to Governors meeting

Headteacher and Senior Leaders:

¢ The Headteacher has a duty of care for ensuring the safety (including online safety) of members of the
school community, although the day to day responsibility for online safety will be delegated to the
Online Safety Lead.

¢ The Headteacher and Deputy Headteacher are aware of the procedures to be followed in the event of
a serious online safety allegation being made against a member of staff. (see flow chart on dealing with
online safety incidents — included in a later section — “Responding to incidents of misuse” and relevant
Local Authority disciplinary procedures).

e The Headteacher is responsible for ensuring that the Online Safety Coordinator and other relevant staff
receive suitable CPD (continuous professional development) to enable them to carry out their online
safety roles and to train other colleagues, as relevant.

¢ The Headteacher will ensure that the IT Manager/Business Manager implements a rolling programme
of checking internet search history on each user account. The Online Safety Coordinator and
Headteacher will ensure the IT Manager undertakes the appropriate training to facilitate this task.

Online Safety Lead:

¢ |eads the Online Safety Working Group

¢ takes day to day responsibility for online safety issues and has a leading role in establishing and
reviewing the school online safety policies/documents

¢ ensures that all staff are aware of the procedures that need to be followed in the event of an online
safety incident taking place

e provides training and advice for staff

¢ liaises with the Local Authority

¢ liaises with school IT Manager

* receives reports of online safety incidents and creates a log of incidents to inform future online safety
developments (held within Safeguarding Termly Report to Governors)

¢ meets regularly with Online Safety Governor to discuss current issues, review incident logs and
filtering/change control logs

e reports regularly to Senior Leadership Team
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IT Manager:
The IT Manager is responsible for ensuring:

e that the school’s IT infrastructure is secure and is not open to misuse or malicious attack.

e that the school meets the required online safety technical requirements and any Local Authority
online safety guidance that may apply.

e that users may only access the school’s networks through a properly enforced password protection
policy.

e that he keeps up to date with online safety technical information in order to effectively carry out his
online safety role and to inform and update others as relevant.

e that the use of the network/email is regularly monitored in order that any misuse/attempted misuse
can be reported to the Headteacher (or Online Safety Governor for misuse by Head Teacher) for
investigation.

e that sites identified as inappropriate are filtered.

Teaching and Support Staff:
are responsible for ensuring that:

e they have an up to date awareness of online safety matters and of the current school online safety
policy and practices.

e they have read, understood and signed the school Staff Acceptable Use Policy (AUP).

e they report any suspected misuse or problem to the Online Safety Lead or Headteacher for
investigation.

e all digital communications with pupils and parents/carers should be on a professional level and only
carried out using official school systems.

e online safety issues are embedded in all aspects of the curriculum and other school activities.

e pupils understand and follow the school Online Safety and Acceptable Use Policy, where appropriate.

e they monitor IT activity in lessons.

e they monitor the use of digital technologies, mobile devices, cameras, etc in lessons and other school
activities and implement current policies with regard to these devices.

e inlessons where internet use is pre-planned pupils should be guided to sites checked as suitable for
their use and that processes are in place for dealing with any unsuitable material that is found in
internet searches.

Designated Safeguarding Lead:

should be trained in online safety issues and be aware of the potential for serious child protection issues to
arise from:

¢ sharing of personal data

e access to illegal/inappropriate materials

¢ inappropriate on-line contact with adults/strangers
e potential or actual incidents of grooming

¢ online bullying

Online Safety Working Group:
Members of the Online Safety Working Group are responsible for:

e the production, review and monitoring of the school Online Safety Policy and associated documents
e mapping and reviewing the online safety curricular provision
e monitoring of the school filtering policy and incident logs.
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Pupils, where able:

e are responsible for using the school IT systems in accordance with the Pupil Acceptable Use Policy,
which they will be expected to sign before being given access to school systems. Where appropriate,
parents/carers will sign on behalf of their child.

e need to understand the importance of reporting abuse, misuse or access to inappropriate materials
and know how to do so.

e will be expected to know and understand school policies on the use of mobile devices and digital
cameras. They should also know and understand school policies on the taking and use of images and
on online bullying.

e should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the school’s Online Safety Policy covers their actions out of
school, if related to their membership of the school.

Parents/Carers:

Parents and Carers play a crucial role in ensuring that their children understand the need to use the
internet and mobile devices in an appropriate way. The school will take every opportunity to help parents
understand these issues through the Parents’ Support Group, training, newsletters, website and by
sharing information about national and local online safety campaigns and literature.

Parents and carers will be encouraged to support the school in promoting good online safety practice and
to follow guidelines on the appropriate use of:

e digital and video images taken at school events
e access to online pupil records
e their children’s personal devices in school

Policy Statements

Education —pupils

Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils
to take a responsible approach. The education of pupils in online safety and digital literacy is therefore an
essential part of the school’s online safety provision. Children and young people need the help and support
of the school to recognise and avoid online safety risks and build their resilience.

Online safety education will be provided in the following ways:

e aplanned online safety programme will be provided as part of IT/PHSE/other lessons and will be
regularly revisited — this will cover both the use of IT and new technologies in school and outside
school.

¢ key online safety messages will be reinforced as part of a planned programme of assemblies and
pastoral activities.

e pupils will be taught in all lessons to be critically aware of the materials and content they access on-
line and be guided to validate the accuracy of information.

o pupils will be taught to acknowledge the source of information used and to respect copyright when
using material accessed on the internet.

e pupils will be supported in building resilience to radicalisation by providing a safe environment for
talking about such issues.

o pupils will be helped to understand the need for the pupil AUP and encouraged to adopt safe and
responsible use of IT, the internet and mobile devices both within and outside school.

o Staff will act as good role models in their use of IT, the internet and mobile devices.
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Education —parents/carers

Some parents and carers have only a limited understanding of online safety risks and issues, yet they play
an essential role in the education of their children and in the monitoring and regulation of the children’s
on-line behaviours. Parents may underestimate how often children and young people come across
potentially harmful and inappropriate material on the internet and may be unsure about how to respond.

Mill Water School will therefore seek to provide information and awareness to parents and carers
through:

¢ Newsletters and the school website (Online Safety Section)

e Parents’ Support Group

¢ Reference to Parentinfo, Digital Parenting Magazine and other key online safety sites (via School
Website)

Education and Training—Staff (including volunteers)

It is essential that all staff receive online safety training and understand their responsibilities, as outlined in
this policy. Training will be offered as follows:

¢ All new staff will receive online safety training as part of their induction programme, ensuring that they
fully understand the school Online Safety Policy and Acceptable Use Policies.

e The Online Safety Lead and IT Manager will receive regular updates through attendance at
SWGfL/Babcock/SCOMIS training sessions and by reviewing guidance documents released by
SWGfL/Babcock and others.

e This Online Safety Policy and its updates will be presented to and discussed by staff in staff
meetings/training days.

¢ The Online Safety Lead will provide advice, guidance and training as required to individuals as required.

Training—Governors

Governors will take part in online safety training or awareness sessions. This may be offered in a number of
ways:

e Attendance at training provided by Babcock, National Governors Association, SWGfL or other relevant
organisations.
e Participation in school training or information sessions for staff or parents

Technical —infrastructure/equipment, filtering and monitoring

Mill Water School will be responsible for ensuring that the school infrastructure and network is as safe
and secure as is reasonably possible and that policies and procedures approved within this policy are
implemented. It will also need to ensure that the relevant people named in the above sections will be
effective in carrying out their online safety responsibilities:

e School IT systems will be managed in ways that ensure that the school meets the online safety technical
requirements outlined in the SWGfL Technical Security Policy and Acceptable Use Policy and any relevant Local
Authority Online Safety Policy and guidance.

e  There will be regular reviews and audits of the safety and security of school IT systems

e Servers, wireless systems and cabling must be securely located and physical access restricted.

o All users will have clearly defined access rights to school IT systems. Details of the access rights
available to groups of users will be recorded by the IT Manager and will be reviewed, at least annually,
by the Online Safety Working Group.

e All users, for whom it is appropriate, will be provided with a username and password by the IT
Manager who will keep an up to date record of users and their usernames. User passwords will be
changed on advice from the IT Manager.

7 Updated January 2022



e The “administrator” passwords for the school IT system, used by the IT Manager, must also be
available to the Headteacher or School Business Manager and kept securely by the School Business
Manager.

e The IT Manager is responsible for ensuring that software licence logs are accurate and up to date and
that regular checks are made to reconcile the number of licences purchased against the number of
software installations.

e Users will be made responsible for the security of their username and password, must not allow other
users to access the systems using their log on details and must immediately report any suspicion or
evidence that there has been a breach of security.

e Internet access is filtered for all users.

e Internet filtering ensures that children are safe from terrorist and extremist material when accessing
the internet.

e The school maintains and supports the managed filtering service provided by SWGfL.

e Inthe event of the IT Manager needing to switch off the filtering for any reason, or for any user, this
must be logged and carried out by a process that is agreed by the Headteacher (or other nominated
senior leader).

e Any filtering issues should be reported immediately to SWGfL.

e Requests from staff for sites to be removed from the filtered list will be considered by the Online
Safety Coordinator and Headteacher. If the request is agreed, this action will be recorded and logs of
such actions shall be reviewed regularly by the Online Safety Working Group.

e School IT Manager regularly monitors and records the activity of users on the school IT systems and
users are made aware of this in the Acceptable Use Policy

e Any IT incident will be emailed to IT Manager.

e Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems,
work stations, hand held devices etc from accidental or malicious attempts which might threaten the
security of the school systems and data.

e An agreed policy is in place for the provision of temporary access of “guests” (eg trainee teachers,
visitors) onto the school system. Any visitors who need access to the school system will be given
temporary log in details by the IT Manager. These details will be personalised and removed when no
longer required.

e The downloading of executable files is managed by the IT Manager.

e School devices are not for personal use and are used in accordance with our Data Protection Policy.

e Anagreed policy is in place regarding the use of removable media (eg memory sticks/CDs/DVDs) by
users on school systems/portable devices.

e The school infrastructure and individual workstations are protected by up to date virus software.

e Personal data is not sent over the internet or taken off the school site unless safely encrypted or
otherwise secured.

Bring your own device (BYOD)

As a general rule, children can bring their own devices into school but will hand them in to reception on
arrival at school where they will be kept safe until home time. This is likely to be iPods, iPads etc for use
on school transport.

A growing number of children bring in their own tablets or iPads (AAC devices) which are used specifically
to support communication and form part of a plan developed in conjunction with the class teacher,
speech and language staff and parents /carers.

All equipment used in school is subject to the Online Safety Policy and relevant AUP, and has been passed
to the IT Manager prior to use in the classroom. Filtering settings and restrictions are applied to the device
by the IT Manager. All devices in school are subject to the same level of filtering, monitoring and
restrictions as school devices.
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Pupils’ devices used in school are used only for specific purposes outlined in their speech and language
programme. These devices are used under the supervision of classroom adults who are responsible for
safeguarding other pupils against unauthorised photography or videoing.

Authorised programmes currently used at Mill Water consist of Proloquo2go and Grid Player.

Curriculum

Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety
messages in the use of IT across the curriculum.

¢ Inlessons where internet use is pre-planned, it is best practice that pupils should be guided to sites
checked as suitable for their use and that processes are in place for dealing with any unsuitable material
that is found in internet searches.

e Where pupils are allowed to freely search the internet, eg using search engines, staff should be vigilant in
monitoring the content of the websites the young people visit.

¢ |tis accepted that from time to time, for good educational reasons, pupils may need to research topics
(eg racism, drugs, discrimination) that would normally result in internet searches being blocked. In such a
situation, staff can request that the IT Manager can temporarily remove those sites from the filtered list
for the period of study. Any request to do so should be auditable, with clear reasons for the need.

e Where appropriate, pupils should be taught to be critically aware of the materials/content they access
on-line and be guided to validate the accuracy of information.

¢ Where appropriate, pupils should be taught to acknowledge the source of information used and to
respect copyright when using material accessed on the internet.

Use of digital and video images — photographic, video

The development of digital imaging technologies has created significant benefits to learning, allowing staff
and pupils instant use of images that they have recorded themselves or downloaded from the internet.
However, staff and pupils need to be aware of the risks associated with publishing digital images on the
internet. Such images may provide avenues for online-bullying to take place. Digital images may remain
available on the internet forever and may cause harm or embarrassment to individuals in the short or
longer term. It is common for employers to carry out internet searches for information about potential
and existing employees. The school will inform and educate users about these risks and will implement
policies to reduce the likelihood of the potential for harm:

e When using digital images, staff should inform and educate pupils about the risks associated with the
taking, use, sharing, publication and distribution of images. In particular, they should recognise the
risks attached to publishing their own images on the internet eg on social networking sites.

e Staff are allowed to take digital/video images to support educational aims, but must follow school
policies concerning the sharing, distribution and publication of those images. Those images should
only be taken on school equipment and the personal equipment of staff should never be used.

e (Care should be taken when taking digital/video images that pupils are appropriately dressed and are
not participating in activities that might bring the individuals or the school into disrepute.

e Pupils must not take, use, share, publish or distribute images of others without their permission.

e Photographs published on the website, or elsewhere, that include pupils will be selected carefully and
will comply with good practice guidance on the use of such images.

e Pupils’ full names will not be used anywhere on a website or blog, particularly in association with
photographs.

e  Written permission from parents or carers will be obtained before photographs of pupils are
published on the school website, Facebook page or shared with other parties.

e  Pupils’ work can only be published with the permission of the pupil and parents or carers.
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Data Protection

Personal data will be recorded, processed, transferred and made available according to the General Data
Protection Regulation (GDPR) May 2018. It will be:

¢ Fairly and lawfully processed

¢ Processed for limited purposes

e Adequate, relevant and not excessive

e Accurate

¢ Kept no longer than is necessary

e Processed in accordance with the data subject’s rights
e Secure

¢ Only transferred to others with adequate protection.

Refer to our General Data Protection Regulation (GDPR) Policy dated September 2020 for more
information

Communications

A wide range of rapidly developing communications technologies has the potential to enhance learning. The
following table shows how the school currently considers the benefit of using these technologies for
education outweighs their risks/disadvantages:

Staff & other adults Pupils
=
ol S
e 58 ¥ LEEf 3
Communication Technologies = w5 5T 2 - vF = % H
[9] 0 09 = 9] v E 0 g =
2 S '®m 20 © 2 2T 2, ©
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T =5 =g =z = =5 =8 =z
Mobile phones may be brought to school 4 4
Use of personal mobile phones in lessons v
Use of personal mobile phones in social time (in staff room or off site) =~ v/
Taking photos on personal mobile phones or other devices v
Use of other personal mobile devices eg tablets, gaming devices v 4
Use of personal email addresses in school, or on school network v v
Use of school email for personal emails v v
Use of chat rooms/facilities v v
Use of messaging apps 4 v
Use of social media 4 4
Use of blogs v v
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When using communication technologies, the school considers the following as good practice:

e The official school email service may be regarded as safe and secure and is monitored. Staff and pupils
should therefore use only the school email service to communicate with others when in school, or on
school systems (eg by remote access).

e Users need to be aware that email communications may be monitored.

e Users must immediately report to the Online Safety Coordinator the receipt of any email that makes
them feel uncomfortable, is offensive, threatening or bullying in nature and must not respond to any
such email.

e Any digital communication between staff and parents/carers (email, chat etc) must be professional in
tone and content. These communications may only take place on official school systems. Personal
email addresses, text messaging or public chat/social networking programmes must not be used for
these communications.

e Staff and pupils should be taught about email safety issues, such as the risks attached to the use of
personal details. They should also be taught strategies to deal with inappropriate emails and be
reminded of the need to write emails clearly and correctly and not include any unsuitable or abusive
material.

e Personal information should not be posted on the school website and only official email addresses
should be used to identify members of staff.

Social Media - Protecting Professional Identity

All schools have a duty of care to provide a safe learning environment for pupils and staff. Schools could
be held responsible, indirectly, for acts of their employees in the course of their employment. Staff
members who harass, bully, discriminate on the grounds of sex, race or disability or who defame a third
party may render the school liable to the injured party.

The school provides the following measures to ensure reasonable steps are in place to minimise risk of harm
to pupils, staff and the school through limiting access to personal information:

e Ensuring that personal information is not published

e Training to include: acceptable use; social media risks; checking of settings; data protection; reporting
issues

e C(Clear reporting guidance, including responsibilities, procedures and sanctions

e Risk assessment, including legal risk

School staff should ensure that:

e No reference should be made on personal social media to pupils, parents/carers or school staff

e Their friends are not parents of pupils attending Mill Water School, or pupils

e No pictures of pupils attending Mill Water School are posted on personal social media sites

e They do not engage in online discussion on personal matters relating to members of the school
community

e Personal opinions should not be attributed to the school

e Security settings on personal social media profiles are regularly checked to minimise risk of loss of
personal information or unwanted access

Mill Water School’s Use of Social Media

The school currently uses Facebook for connecting with parents and carers, the local community and
former pupils in order to:

e enhance our communication, which already includes use of the school website, home school books,
email, newsletters, telephone calls, zoom/teams meetings

e increase awareness about the school in the local community
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e facilitate communication and networking opportunities between parents, especially new or
prospective parents

e publicise the school calendar and fundraising events

e maintain contact with former pupils and parents

e announce any new information as it appears on the school website

e highlight school achievements in a forum where they can be shared by the school community

e showcase the broad range of curriculum activities provided to our pupils.

We follow the guidelines below:

e The school Facebook Page is password protected and can only be updated by named members of
staff.

e The Headteacher will approve all draft updates before they are published.
e Users are not able to comment, tag or share content.
e The Facebook page is monitored regularly to ensure compliance and accuracy.

Important: Facebook has a minimum age requirement of 13. All parents are reminded that children under
the age of 13 should not be on Facebook

The school’s use of social media for professional purposes will be checked regularly by the Online Safety
Working Group to ensure compliance with the Data Protection, Communications and Digital Image and
Video Policies.

Unsuitable / inappropriate activities

The school believes that the activities referred to in the following section would be inappropriate in a
school context and that users, as defined below, should not engage in these activities in school or outside
school when using school equipment or systems. The school policy restricts certain internet usage as
follows:

— g
= .| 6 @2 9] [9)
© Qo 4 5 3 3
User Actions s |sE =S8 £ |83
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Users shall not Child sexual abuse images - The making, production or
visit Internet distribution of indecent images of children. Contrary to
sites. make The Protection of Children Act 1978
post, Self-generated images/sexting - UKSIC Responding to and v
download, managing sexting incidents and UKCIS — Sexting in schools
upload, data and colleges
transfer,
communicate
or pass on, Grooming, incitement, arrangement or facilitation of
material, sexual acts against children Contrary to the Sexual v
remarks, Offences Act 2003.
roposals or . .
prop Possession of an extreme pornographic image (grossly
comments . . . .
. offensive, disgusting or otherwise of an obscene
that contain or e . v
S character) Contrary to the Criminal Justice and
clate to: Immigration Act 2008
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https://swgfl.org.uk/assets/documents/managing-sexting-incidents.pdf?_=1554476329
https://swgfl.org.uk/assets/documents/managing-sexting-incidents.pdf?_=1554476329
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges

Criminally racist material in UK — to stir up religious hatred
(or hatred on the grounds of sexual orientation) - contrary
to the Public Order Act 1986

Pornography

Promotion of any kind of discrimination

Threatening behaviour, including promotion of physical
violence or mental harm

Promotion of extremism or terrorism

Any other information which may be offensive to
colleagues or breaches the integrity of the ethos of the
school or brings the school into disrepute

Activities that might be classed as cyber-crime under the Computer Misuse
Act:
e Gaining unauthorised access to school networks, data and files,
through the use of computers/devices
e Creating or propagating computer viruses or other harmful files
e Revealing or publicising confidential or proprietary information
(e.g. financial / personal information, databases, computer /
network access codes and passwords)
e Disable/Impair/Disrupt network functionality through the use of
computers/devices
e Using penetration testing equipment (without relevant permission)

Using systems, applications, websites or other mechanisms that bypass the
filtering or other safeguards employed by the school

Using school systems to run a private business

Infringing copyright

Revealing or publicising confidential or proprietary information (eg
financial/personal information, databases, compute /network access codes
and passwords)

Creating or propagating computer viruses or other harmful files

Unfair usage (downloading/uploading large files that hinders others in their
use of the internet)

On-line gaming (educational)

On-line gaming (non educational)

On-line gambling

On-line shopping/commerce

File sharing

Use of social media

Use of video broadcasting eg Youtube

v

Use of messaging apps

v
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lllegal Incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any
other suspected illegal activity, refer to the right hand side of the Flowchart (below and appendix) for

responding to online safety incidents and report immediately to the police.

Online Safety Incident

l Vs L ~
lllegal materials
or suspected

/ l _\ l

Report to the person ) -
responsible rd
S ﬁfoanine Report to Police using any number and report
\ J under local safeguarding arrangements.
1 DO NOT DELAY, if you have any concerns, report
them immediately.
v : o J
' If staff/volunteer or !
review the incident s Y § .
: < 7 N
anddeadetpond-:‘ -« S - \ ’ - \
appropriate course T -
action, applying professional
sanctions where Remember do not meeting
necessary / investigate yourself,
N\ J : \ J
- Do not view or take
- l possession of any
Vs ~\ ~ \ images/videos. Do f
Debrief on online Record details in A :
safety incident incident log
\ J \ J
y l \ VY Await Police
Review polices Provide collated response
and share incident report e —
experiences and logs to relevant
practice as authorty a5 (o=
required. appropriate B R [ Ifillegal activityor |
AN J \ ) | R wcthulty o materials are
N material is confirmed, allow
1 confirmed, then Police or relevant
| Implement changes ‘ revert to authority to
internal complete their
( N A J seek advice from the
Monitor situation relevant professional
\ J \ body J
A J
] ; . ' N
N‘ﬁ’“’:“":;’”::?:::‘““; In the case of a member of staff or volunteer, it is
we P‘an s s B ! . likely that a suspension will take place at the point
anything that places the child at risk. BUT — e whilst =
safeguarding procedures must be followed where ' ! ' =T :
appropriate. B
" 4
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Other Incidents

It is hoped that all members of the school community will be responsible users of IT who understand and
follow this policy. However, there may be times when infringements of the policy could take place through
careless or irresponsible or, very rarely, through deliberate misuse. Listed below are the responses that will
be made to any apparent or actual incidents of misuse:

In the event of suspicion, all steps in this procedure should be followed:

e Have more than one senior member of staff involved in this process. This is vital to protect individuals if
accusations are subsequently reported.

e Conduct the procedure using a designated computer that will not be used by young people and if
necessary can be taken off site by the police should the need arise. Use the same computer for the
duration of the procedure.

e |tisimportant to ensure that the relevant staff should have appropriate internet access to conduct the
procedure, but also that the sites and content visited are closely monitored and recorded (to provide
further protection).

e Record the URL of any site containing the alleged misuse and describe the nature of the content causing
concern. It may also be necessary to record and store screenshots of the content on the machine being
used for investigation. These may be printed, signed and attached to the form (except in the case of
images of child sexual abuse — see below)

e Once this has been completed and fully investigated the group will need to judge whether this concern
has substance or not. If it does, then appropriate action will be required and could include the following:

o Internal response or discipline procedures
o Involvement by Local Authority/Academy Group or national/local organisation (as relevant).
o Police involvement and/or action

If content being reviewed includes images of child abuse, then the monitoring should be halted and
referred to the Police immediately. Other instances to report to the police would include:

e incidents of ‘grooming’ behaviour

e the sending of obscene materials to a child

e adult material which potentially breaches the Obscene Publications Act

e criminally racist material

e promotion of terrorism or extremism

e offences under the Computer Misuse Act (see User Actions chart above)

e other criminal conduct, activity or materials
Isolate the computer in question as best you can. Any change to its state may hinder a later police
investigation.

It is important that all of the above steps are taken as they will provide an evidence trail for the school and
possibly the police and demonstrate that visits to these sites were carried out for safeguarding purposes.
The completed form should be retained by the group for evidence and reference purposes.

It is more likely that the school will need to deal with incidents that involve inappropriate rather than
illegal misuse. It is important that any incidents are dealt with as soon as possible in a proportionate
manner, and that members of the school community are aware that incidents have been dealt with. It is
intended that incidents of misuse will be dealt with through normal behaviour/disciplinary procedures as
follows:
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Pupils

Incidents:

Deliberately accessing or trying to access material that could be
considered illegal (see list in earlier section on
unsuitable/inappropriate activities).

Unauthorised use of non-educational sites during lessons

Unauthorised use of mobile phone/digital camera/other
handheld device

Unauthorised use of social media/ messaging apps/personal
email

Unauthorised downloading or uploading of files

Allowing others to access school network by sharing username
and passwords

Attempting to access or accessing the school network, using
another pupil’s account

Attempting to access or accessing the school network, using
the account of a member of staff

Corrupting or destroying the data of other users

Sending an email, text or message that is regarded as offensive,
harassment or of a bullying nature

Continued infringements of the above, following previous
warnings or sanctions

Actions which could bring the school into disrepute or breach
the integrity of the ethos of the school

Using proxy sites or other means to subvert the school’s
filtering system

Accidentally accessing offensive or pornographic material and
failing to report the incident

Deliberately accessing or trying to access offensive or
pornographic material

Receipt or transmission of material that infringes the copyright
of another person or infringes the Data Protection Act

16

Refer to class teacher

Refer to Headteacher

Refer to Police
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Actions / Sanctions

Suiuaepn

219 U311} B4 UOIIDE JOY
J4e1s uoddnsg |ealuyoa| 03 499y

301|104 01 4243y

HH / Aauoyiny [ed07 01 U343y

JayoealpesH 0} Jajoy

Ja8euew aul| 03 499y

Updated January 2022

17



Mill Water School Filtering Policy

Introduction

The filtering of internet content provides an important means of preventing users from accessing material
that is illegal or is inappropriate in an educational context. The filtering system cannot, however, provide a
100% guarantee that it will do so. It is therefore important that the school has a filtering policy to manage
the associated risks and to provide preventative measures which are relevant to the situation in this school.

As a part of the South West Grid for Learning (SWGfL), schools and connected organisations automatically
receive the benefits of a managed filtering service, with some flexibility for changes at local level.

Responsibilities

The responsibility for the management of the school’s filtering policy will be held by the Online Safety
Coordinator. They will manage the school filtering, in line with this policy, and will keep records/logs of
changes and of breaches of the filtering systems.

To ensure that there is a system of checks and balances and to protect those responsible, changes to the
SWGfL / school filtering service that involve allowing a previously filtered site must:

¢ be logged and be reported to the Headteacher
¢ be reported to the Online Safety Governor annually

All users have a responsibility to report immediately to the Online Safety Coordinator any infringements of
the school’s filtering policy of which they become aware or any sites that are accessed, which they believe
should have been filtered.

Users must not attempt to use any programmes or software that might allow them to bypass the
filtering/security systems in place to prevent access to such materials.

Education / Training / Awareness

Pupils will be made aware of the importance of filtering systems through the online safety education
programme. They will also be warned of the consequences of attempting to subvert the filtering system.
Staff users will be made aware of the filtering systems through:

* signing the AUP
¢ induction training
o staff meetings, briefings, Inset.

Parents will be informed of the school’s filtering policy through the Acceptable Use Agreement and through
online safety awareness sessions, newsletter etc.

Changes to the Filtering System

Users who gain access to, or have knowledge of others being able to access, sites which they feel should be
filtered (or unfiltered) should report this in the first instance to the Online Safety Coordinator who will
decide whether to make school level changes. If it is felt that the site should be filtered (or unfiltered) at
SWGHTL level, the Online Safety Coordinator should email filtering@swgfl.org.uk with the URL.
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Audit / Reporting

Logs of filtering change controls and of filtering incidents will be made available to:
e Headteacher
e Online Safety Governor

The filtering policy will be reviewed in response to the evidence provided by the audit logs of the suitability
of the current provision.

Mill Water School Password Security Policy

Introduction

The school will be responsible for ensuring that the school infrastructure / network is as safe and secure as
is reasonably possible and that:

e users can only access data to which they have right of access.

¢ no user should be able to access another’s files, without permission (or as allowed for monitoring
purposes within the school’s policies).

e access to personal data is securely controlled in line with the school’s Data Protection Policy.

¢ logs are maintained of access by users and of their actions while users of the system.

A safe and secure username / password system is essential if the above is to be established and will apply
to all school IT systems, including email.

Responsibilities
The management of the password security policy will be the responsibility of the IT Manager.
All users, other than those with group logons, will have responsibility for the security of their username and

password and must not allow other users to access the systems using their log on details and must
immediately report any suspicion or evidence that there has been a breach of security.

Passwords for new users and replacement passwords for existing users will be allocated by the IT Manager.

Training / Awareness

Members of staff will be made aware of the school’s password policy:

e atinduction

¢ through the school’s Online Safety Policy and Password Security Policy
¢ through the Acceptable Use Agreement.

Pupils will be made aware of the school’s password policy:

¢ in ICT and online safety lessons
¢ through the Acceptable Use Agreement.
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Policy Statements

All users will have clearly defined access rights to school IT systems. Details of the access rights available to
groups of users will be recorded by the IT Manager and will be reviewed, at least annually, by the Online
Safety Working Group.

All adult users will be provided with a username and password by the IT Manager who will keep an up to
date record of users and their usernames.

Some individual pupils will be allocated their own username and password. This will be determined by the
Online Safety Coordinator. All other pupils will use a group log-on which will not be changed.

The following rules apply to the use of passwords:

e Pupils with their own log-ins will be provided with simple passwords that cannot be changed

e All other users will be required to use more complex passwords; the level of complexity will be
determined by the level of access the user has to IT systems — an on screen message will be displayed
if a user is required to provide a more complex password during a password change/reset

e Users with access to sensitive, personal or financial data will be required to change their passwords
regularly (managed by IT Manager)

e User accounts should be “locked out” when the number of incorrect log-on attempts is exceeded
(pupils=0, staff=5, guests=3)

e Passwords will not be displayed on screen, and will be securely hashed

e Users will be alerted by the IT Manager in person or via an on screen message when a password
change/reset is required. The IT Manager will manage and log all requests for password changes and
support users who need to reset a forgotten password.

e The “administrator” password for the school IT system, used by the IT Manager must also be available
to the Headteacher and School Business Manager and kept in the school safe.

Audit / Monitoring / Reporting / Review

The IT Manager will ensure that full records are kept of:

e User IDs and requests for password changes
e User logons
e Security incidents related to this policy

In the event of a serious security incident, the police may request and will be allowed access to passwords
used for encryption.

Local Authority Auditors also have the right of access to passwords for audit investigation purposes.

User lists, IDs and other security related information must be given the highest security classification and
stored in a secure manner.

These records will be reviewed by the Online Safety Working Group and Online Safety Governor annually.

This policy will be reviewed annually in response to changes in guidance and evidence gained from the logs.
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Mill Water School

N admin@millwater.devon.sch.uk | www.millwater.devon.sch.uk | 01395 568890

14 rules for responsible ICT use

These rules will keep everyone safe and help us to be fair to others.

1.

2
3
4.
5
6

~

10.
11.

12.

13.

14.

| will only use the school’s laptops and iPads for schoolwork or with permission.

| will only delete my own files.

I will not look at other people’s files without their permission.

| will keep my login and password secret.

| will not bring CDs, memory sticks or other devices into school without permission.

If I bring my mobile phone to school, | will hand it in at reception or keep it in a safe place and will
not use it during the school day without permission.

| will ask permission from a member of staff before using the internet.

When | am at school | will only use the school email.

| will only e-mail people | know, or my teacher has approved.

The messages | send, or information | upload, will always be polite and sensible.

| will not open an attachment or download a file unless | have permission or | know and trust the
person who has sent it.

| will not give my home address, phone number, send a photograph or video, or give any other
personal information that could be used to identify me, my family or my friends, unless my
teacher has given permission.

| will never arrange to meet someone | have only ever previously met on the Internet or by email
or in a chat room.

If | see anything | am unhappy with or | receive a message | do not like, | will not respond to it but |
will tell a teacher/responsible adult.
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Mill Water School

= admin@millwater.devon.sch.uk | www.millwater.devon.sch.uk | 01395 568890

Acceptable Use Policy for Pupils
Keeping Safe: Stop, Think, before you Click!

Pupil name:

These rules will keep everyone safe and help us to be fair to others.

| will only use the school’s laptops and iPads for schoolwork or with permission.
| will only delete my own files.

| will not look at other people’s files without their permission.

| will keep my login and password secret.

| will not bring CDs, memory sticks or other devices into school without permission.

o vk wnN

If I bring my mobile phone to school, | will hand it in at reception or keep it in a safe place and will
not use it during the school day without permission.

~

| will ask permission from a member of staff before using the internet.

When | am at school | will only use the school email.

9. 1 will only e-mail people | know, or my teacher has approved.

10. The messages | send, or information | upload, will always be polite and sensible.

11. 1 will not open an attachment or download a file unless | have permission or | know and trust the
person who has sent it.

12. | will not give my home address, phone number, send a photograph or video, or give any other
personal information that could be used to identify me, my family or my friends, unless my
teacher has given permission.

13. | will never arrange to meet someone | have only ever previously met on the Internet or by email
or in a chat room.

14. If | see anything | am unhappy with or | receive a message | do not like, | will not respond to it but |
will tell a teacher/responsible adult.

v" | have read the school '14 rules for responsible IT use’. My teacher has explained them to me.

v"lunderstand these rules are there to help keep me safe, and my friends and family safe. | agree to
follow the rules.

v" This means | will use the school computers, laptops, internet, e-mail, digital cameras, video recorders
and any other equipment in a safe and responsible way.

v"lunderstand that the school can check my folders on the school network and the internet sites | visit
and that if they have concerns about my safety, they may contact my parent/carer.

v"lunderstand that if staff still have concerns about my safety, | might not be able to use the computers
/ laptops anymore.

Pupil’s signature: Date:
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Mill Water School

D, admin@millwater.devon.sch.uk | www.millwater.devon.sch.uk | 01395 568890

Acceptable Use Policy for Parents/Carers

This Acceptable Use Policy is intended to ensure:

¢ that young people will be responsible users and stay safe while using the internet and other
communications technologies for educational, personal and recreational use.

¢ that school IT systems and users are protected from accidental or deliberate misuse that could put the
security of the systems and users at risk.

¢ that parents and carers are aware of the importance of online safety and are involved in the education
and guidance of young people with regard to their on-line behaviour.

The school will try to ensure that pupils will have good access to IT to enhance their learning and will, in return,
expect pupils to agree to be responsible users. A copy of the Pupil Acceptable Use Policy is attached to this
permission form, so that parents/carers will be aware of the school expectations of the young people in their
care.

Parents are requested to sign the permission form below to show their support of the school in this
important aspect of the school’s work.

Permission Form

Parents / Carers name:

PURIl NamMe:
As the parent/carer of the above pupil, | give permission for my son/daughter to have access to the internet and
to IT systems at school.

| know that my son/daughter has signed (where appropriate) an Acceptable Use Agreement and has received, or
will receive, online safety education to help them understand the importance of safe use of IT — both in and out
of school.

| understand that the school will take every reasonable precaution, including monitoring and filtering systems, to
ensure that young people will be safe when they use the internet and ICT systems. | also understand that the
school cannot ultimately be held responsible for the nature and content of materials accessed on the internet and
using mobile technologies.

| understand that my son’s/daughter’s activity on the IT systems will be monitored and that the school will contact
me if they have concerns about any possible breaches of the Acceptable Use Policy.

| will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the
school if | have concerns over my child’s online safety.

Signature: Date:
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Mill Water School

D, admin@millwater.devon.sch.uk | www.millwater.devon.sch.uk | 01395 568890

Acceptable Use Policy
for Staff, Governors and Volunteers

This Acceptable Use Policy is intended to ensure:

e that staff and volunteers will be responsible users and stay safe while using the internet and other
communications technologies for educational, personal and recreational use.

e that school IT systems and users are protected from accidental or deliberate misuse that could put the
security of the systems and users at risk.

e that staff are protected from potential risk in their use of IT in their everyday work.

e that the school is compliant with its duty under the General Data Protection Regulations (GDPR).

The school will try to ensure that staff and volunteers will have good access to IT to enhance their work, to
enhance learning opportunities for pupils and will, in return, expect staff and volunteers to agree to be
responsible users.

Acceptable Use Policy Agreement

| understand that | must use school IT systems in a responsible way, to ensure that there is no risk to my
safety or to the safety and security of the IT systems and other users. | recognise the value of the use of IT
for enhancing learning and will ensure that pupils receive opportunities to gain from the use of IT. | will,
where possible, educate the young people in my care in the safe use of IT and embed online safety in my
work with young people.

For my professional and personal safety:

¢ | understand that the school will monitor my use of school digital technology and communication systems.

¢ | understand that the rules set out in this agreement also apply to use of these technologies (eg laptops, email,
SIMS, RM Unify etc) out of school, and to the transfer of personal data (digital or paper based) out of school (see
Data Protection Policy 2020).

e | understand that the school digital technology systems are intended for educational use and professional use
and that therefore, | will not hold non-work related data on the school IT systems. Where | have access to any
portable systems (laptop/tablet) | will not permit any unauthorised access to this device.

¢ | will not disclose my username or password to anyone else, nor will | try to use any other person’s username and
password. | understand that my password should be kept securely and will be managed by the IT Manager.

e | willimmediately report any illegal, inappropriate or harmful material or incident | become aware of, to the IT
Manager or a Senior Leader.

| will be professional in my communications and actions when using school IT systems:

¢ | will not access, copy, remove or otherwise alter any other user’s files, without their express permission.

e | will communicate with others in a professional manner, | will not use aggressive or inappropriate language and |
appreciate that others may have different opinions.

¢ | will ensure that when | take and/or publish images of others | will do so with their permission and in accordance
with the school’s policy on the use of digital/video images. | will not use my personal equipment to record these
images. Where these images are published (eg on the school website) it will not be possible to identify by name,
or other personal information, those who are featured.

¢ | will not use chat and social networking sites in school time. | will only use social networking sites in school in
accordance with the school’s policy (See Online Safety Policy).

¢ | will only communicate with parents/carers using official school systems. Any such communication will be
professional in tone and manner.

¢ | will not engage in any online activity that may compromise my professional responsibilities.
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The school and the local authority have the responsibility to provide safe and secure access to technologies
and ensure the smooth running of the school:

e  When | use my mobile devices (laptops/tablets/mobile phones /USB devices etc) in school, | will follow the rules
set out in this agreement, in the same way as if | was using school equipment. | will also follow any additional
rules set by the school about such use. | will ensure that any such devices are protected by up to date anti-virus
software and are free from viruses.

e | will not register my school email address to conduct personal business (such as Ebay)

e | will not open any hyperlinks in emails or attachments to emails unless the source is known and trusted, or if |
have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other
harmful programmes).

e | will be responsible for backing up data on any external devices | use.

e | will not try to upload, download or access any materials which are illegal (child sexual abuse images, criminally
racist material, adult pornography covered by the Obscene Publications Act) or inappropriate or may cause
harm or distress to others. | will not try to use any programmes or software that might allow me to bypass the
filtering/security systems in place to prevent access to such materials.

e | will not try (unless | have permission) to make large downloads or uploads that might take up internet capacity
and prevent other users from being able to carry out their work.

e | will notinstall or attempt to install programmes of any type on a machine, or store programmes on a
computer, nor will | try to alter computer settings, unless authorised.

e | will not disable or cause any damage to school equipment, or the equipment belonging to others.

o | will only transport, hold, disclose or share personal information about myself or others, as outlined in the Mill
Water School Data Protection Policy. Where digital personal data is transferred outside the secure school
network, it must be encrypted, password protected or sent via Egress. | understand that this also applies to any
data | download/store on any device, in order that the data cannot be accessed should the device get lost or
stolen. Paper based Protected and Restricted data must be held in lockable storage — this also applies to
material that identifies an individual which is stored on other media ie recordings of school productions, exam
material.

e | understand that the Mill Water Data Protection Policy requires that any staff or pupil data to which | have
access, will be kept private and confidential, except when it is deemed necessary that | am required by law or by
school policy to disclose such information to an appropriate authority.

e | willimmediately report any damage or faults involving equipment or software, however this may have
happened, to the IT Manager.

When using the internet in my professional capacity or for school sanctioned personal use:

o | will ensure that | have permission to use the original work of others in my own work
e  Where work is protected by copyright, | will not download or distribute copies (including music and videos).

| understand that | am responsible for my actions in and out of school:

e | understand that this Acceptable Use Policy applies not only to my work and use of school digital technology in
school, but also applies to my use of school systems and equipment out of school and my use of personal
equipment in school or in situations related to my employment by the school.

e | understand that if | knowingly fail to comply with this Acceptable Use Policy Agreement, | could be subject to
disciplinary action. This could include a warning, a suspension, referral to the Governors and/or the Local
Authority and, in the event of illegal activities, the involvement of the police.

I have read, understood and agree with the Staff and Volunteer Acceptable Use Policy and agree to report
any breach of this or other GDPR related policies to the appropriate responsible member of staff - usually
the DPO.
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Mill Water School

G admin@millwater.devon.sch.uk | www.millwater.devon.sch.uk | 01395 568890

Email Policy and Code of Practice

Introduction

In the light of GDPR, it is essential that a written policy and code of practice exists, which sets of the rules
and principles for use of email by all. This policy sits alongside our Data Protection Policy and Online Safety
Policy, as well as the Acceptable Use Policy which all staff and volunteers are expected to sign and adhere

to.

Email has replaced telephone calls and letters in many instances, however the language used in an email is
often less formal and more open to misinterpretation than a written memo or formal letter. It is also
important to remember that emails are:

Not always a secure medium — confidential or sensitive information should be sent via a password
protected document, with the password contained in a separate email, or by Egress, or by using
the built in encryption/protection provision of Office 365. Never put sensitive information in the
subject line of an email.

Subject to disclosure under the access to information regimes — Freedom of Information and Data
Protection legislation. Be aware the content of an email could potentially be made public.

Not necessarily deleted immediately — even if you delete your copy, the recipient may not and
these may be subject to disclosure under the access to information regimes.

Can form a contractual agreement — do not enter into any agreement unless authorised to do so
Not the place to “store” documentation — attachments should be saved into an appropriate
electronic filing system or printed and placed within paper files.

Monitored by the school.

The School’s email system should only be used professionally to conduct School related business.
It should not be used for personal use.

The school email system has a disclaimer automatically applied to all outgoing email. You must
not attempt to amend or remove it.

Do not send personal or sensitive information within an email, unless via Egress, or using the built
in encryption/protection provision of Office 365. If you are not using Egress or Office 365
Protection, information should be sent as a password protected document, with the password
sent in a separate email.

Do not open any hyperlinks, attachments or emails unless the source is known and trusted, due to
the risk of viruses and other harmful programmes. If you have any concerns over the validity of
an email, contact the IT Manager.

A retention label is applied to all school emails displaying an expiry date when the email will be
permanently deleted from the mailbox. You are advised to regularly delete material you no
longer require and archive material that you wish to keep. Please contact the IT Manager if you
need help with this.
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Staff should check their emails on a regular basis and respond, as appropriate, within a reasonable
period if the email is directly addressed to them. Wherever possible, when not in school, staff
should set an Automatic Reply (Out of Office) on their email. Where this is not possible, for
periods of more than 3 days, the IT Manager may set this for the user.

Do not enter into any agreement via email unless you are authorised to do so.

Code of Practice

Steps to consider when sending an email:

Ask yourself whether you need to send this email. It may be more appropriate to use the
telephone or check face to face.

Limit the number of recipients — only send to those who really need to receive the email.

Label your email appropriately by changing the sensitivity from Normal to Personal, Private or
Confidential within the message options.

Do not use the Urgent flag unless it really is urgent.

Use a consistent method of defining a subject line — a clear subject line helps the recipient in filing.
Try to keep to one subject for the content of each email — this can make it easier to categorise
later if you need to keep it.

Ensure the email is clearly written — do not use text language or informal language. All content
should be professional with suitable language that is not aggressive or inappropriate. Be mindful
that others may have different opinions. Ensure you have made it clear how you need the
recipient to respond if necessary.

Never write a whole email in capital letters — this can be interpreted as shouting.

Spell check before you send

Sign off with your name and contact details

Email should not be used to send large attachments (exceeding 25mb). Consider sending a secure
shared link using One Drive.

Further Guidelines

Remember — emails remain a written record and can be forwarded to others or printed for formal
use. Use the built in protection options of Office 365 to prevent emails being forwarded, modified,
printed or copied if required.

As a rule of thumb, staff are advised to only write what they would say face to face, and should
avoid the temptation to respond to an incident or message by email in an uncharacteristic and
potentially aggressive fashion. Tone can be misinterpreted on the printed page and once it is sent
it could end up in the public domain forever. Email lacks the other cues and clues that convey the
sense in which what you say is taken, and you can easily convey the wrong impression.
Remember that sending email from your school account is similar to sending a letter on Mill
Water School letterhead, so don’t say anything that might bring discredit or embarrassment to
yourself or the school.

Useful Tip

New emails:

ok wWwNE

Create a new email...

Fill in the subject line...

Compose your message...

Add any attachments...

Apply message options and protection settings if required...

Check everything is correct BEFORE adding any recipients to the email...
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Use of Digital Images — Photography and Video - Pupils

To comply with the General Data Protection Regulations 2018, we need your permission before
we can photograph or make recordings of your daughter/son.

We adhere to the following rules for any external use of digital images: If the pupil is named, we
avoid using their photograph. If their photograph is used, we avoid naming the pupil.

Where showcasing examples of pupils’ work we only use their first names, rather than their full
names.

If showcasing digital video work to an external audience, we take care to ensure that the pupils
aren’t referred to by name on the video and that pupils’ full names aren’t given in credits at the
end of the film.

Only images of pupils in suitable dress are used.
Examples of how digital photography and video may be used include:

e Your child being photographed (by the classroom teacher, teaching assistant or another
child) as part of a learning activity:

o photographing children at work and then sharing the pictures on the interactive
whiteboard in the classroom allowing the children to see their work and make
improvements.

o photographing children at work or engaging in an activity using an iPad or iPod in
order to build up evidence for learning for the purposes of formative and
summative assessment. These photographs will be shared with parents/carers.
Your child’s image may also form part of another child’s assessment evidence.

e Your child’s image being used for presentation purposes around the school:
o in school wall displays and PowerPoint presentations as part of a project or lesson.

e Your child’s image being used in a presentation about the school and its work in order to
share its good practice and celebrate its achievements, which is shown to other parents,
schools or educators:

o within a CDROM/DVD or a document sharing good practice; on our school
website; on our school Facebook Page.

o Your child’s picture appearing in the local media such as newspaper articles about
Mill Water, or in very rare cases on television if a film crew attends an event at the
school.
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o Your child’s image being used by local organisations (who have worked with Mill
Water) for their marketing purposes, such as the RNLI and the Fire and Rescue
Service.

o Your child’s image being used by the PTFA on their Facebook page in order to raise
awareness of Mill Water School in the community or to fundraise on behalf of the
school.

In accordance with guidance from the Information Commissioner’s Office, parents and carers
may take digital images and videos of their children at school events for their own personal use
(as such use is not covered by the General Data Protection Regulations). To respect everyone’s
privacy, and in some cases protection, these images should not be published or made publicly
available on social networking sites, nor should parents and carers comment on any activities
involving other pupils in the digital images or videos.

Using Photographs with AAC Devices

For people with communication difficulties AAC (Alternative & Augmentative Communication)
devices can maximise independence, social experiences and reduce frustration from difficulty
communicating. Many of these devices use picture symbols and photographs. The devices might
be paper forms and laminated in books/folders or they might be on high tech devices like iPads.
We would like your permission to put photographs of your child/children into their friends” AAC
devices. It would be extremely beneficial to the AAC user to have these photographs so that they
can interact with their friends and share news with their family about their day. These AAC
devices will be used in and outside of school. The photographs will be used solely for the purpose
of supporting communication.

Photographs are stored, shared, used and deleted in accordance with the Mill Water School
GDPR Policy.
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Use of Digital Images — Photography and Video — Consent Form

| have read and understood this document and | agree to the school using photographs of my
child, including video material, within the school as part of learning activities and for presentation
purposes around the school.

| agree that if | take digital or video images at school events which include images of children
other than my own, | will abide by these guidelines in my use of these images.

| also agree for images of my child to be used in the following ways (please tick to indicate your
agreement or otherwise):

YES (O | In presentations about the school and its work in order to share good
NO (O | practice and celebrate its achievements, which may be shown to
external audiences such as parents, schools and other educators
YES (O | On the school’s website
NO (O |On the school’s Facebook page
YES (O | Inlocal media such as newspaper articles about Mill Water or, in very
NO (O | rare cases,on television if a film crew attends an event at the school
YES (O | Bylocal organisations (who have worked with Mill Water) for their
NO O marketing purposes, such as the RNLI and the Fire and Rescue Service
YES O By the Parents, Teachers and Friends Association (PTFA) at fund raising
NO O events and on their Facebook Page
YES O Within other pupils’ AAC devices
NO O
PUPIL NAME (S): eerveerrerreereeereenenrreeceesseessaesseesnnessssssseesassssessnssssesssssssssasanes
Parents/Carers SIZNAtUIE: ........cccveeereneenesnessnnresssnssessssesssnssassssasssnssssssns
[D = | -
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Use of Digital Images — Photography and Video
Mill Water School Staff

To comply with the General Data Protection Regulations 2018, we need your permission before
we can take, store and use your photograph

Examples of how digital photography and video may be used include:

e Your photograph being taken specifically to be used on your ID badge and the same image
being stored on SIMS, our School Information Management System. This image will be
linked with your name. It will be updated every two to three years and deleted 7 years
after you leave employment at the school, along with your online personnel record. You
can ask for it to be deleted before this date. This photograph may be shared with LEA
representatives but will not be shared with any other third party.

e Your photograph/video being taken alongside that of a pupil, as evidence of their learning
or participation in an activity. This image will be taken using a school camera, iPad or iPod
and will be stored securely on the school system. Photographs of children and associated
adults will normally be deleted after two years. Your first name may be linked to the
photograph. The photograph may be shared with parents/carers as part of our electronic
home school communication, via Class Dojo, Evidence for Learning or Tapestry. It could
also be posted on our school website or school Facebook page.

e You may be photographed or videoed if you support pupils in any school or class
production.

e Your image may appear alongside that of a pupil in a presentation/newsletter about the
school and its work in order to share its good practice and celebrate its achievements,
which is shown to other parents, schools or educators: within a COROM/DVD or a
document sharing good practice; on our school website; on the school Facebook page; in
the local media or, in very rare cases, on television if a film crew attends an event at the
school

e Your image, alongside that of a child’s, being used by local organisations (who have
worked with Mill Water) for their marketing purposes, such as the RNLI and the Fire and
Rescue Service

e Your image, alongside that of a child’s, being used by the PTFA on their Facebook page in
order to raise awareness of Mill Water School in the community or to fundraise on behalf
of the school

e Your image may be included on a child’s AAC device.
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Use of Digital Images — Photography and Video

I have read and understood this document and | agree to the school using my image in the
following ways:

YES () | As part of the school’s evidence for learning process and home school
NO (O | communication
YES (O | In an around the school, including the display board in front reception
NO (| area
YES (O | In presentations about the school and its work in order to share good
NO (O | practice and celebrate its achievements, which may be shown to external
audiences such as parents, schools and other educators

YES (O | On the school’s website
NO (O | Onthe school’s Facebook page
YES (O | As part of a school production
NO O
YES () | Inlocal media such as newspaper articles about Mill Water or, in very rare
NO (O | cases, on television if a film crew attends an event at the school
YES (O | By local organisations such as the RNLI and the Fire and Rescue Service
NO O who have worked with Mill Water, for their marketing purposes
YES (O | By the Parents, Teachers and Friends Association (PTFA) at fund raising
NO (O | events and on their Facebook Page
YES (O | Within AAC devices
NO O
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